
 
 
 

                                                                

 
 

Do you know how to spot a scam? 
 



Pig Butchering Scams 
 
 
 
Pig Butchering is a term or metaphor that describes a scam perpetrated over a long period of 
time to steal the victim's money repeatedly by online apps. 
 
The term “Pig Butchering” references the practice of fattening a pig before the slaughter, 
these scams often involve fraudsters contacting individuals seemingly at random, then 
gaining trust before ultimately manipulating their targets and then disappearing with the 
funds. 

 A slow build 
 Sharpening the knife 
 The slaughter 

 
Don’t trust that unexpected text or email from a stranger—it might be the first step in a “pig 
butchering” scam. 
 
Be aware of all the signs.   We will touch on several during this presentation to 
better educate you so that you will not be a victim. 

 
 



                                                 

 
 

Fake Websites & Online Shopping Scam 
 
 

Legitimate looking websites are being created by scammers all the 
time.  

Fake websites and social media ads can deceive consumers with 
sales but fail to deliver the promised goods or send counterfeit 
products.   
This type of scam can also involve fake checkout processes which 
could result in financial loss or identity theft for the buyer. 



 
Identifying a Fake Website 

Fake websites are designed to steal your personal, financial, or login information. By checking specific 
details and looking for red flags, you can reduce the risk of falling victim to online scams. 

1. Check the domain name carefully for misspellings, extra words, or unusual characters that mimic 
legitimate sites. 

2. Inspect the site for poor spelling, grammar, low-quality images, or awkward layouts that 
legitimate companies usually avoid. 

3. Be cautious of deals that seem too good to be true, especially steep discounts on high-value 
items. 

4. Search for independent user reviews and check scam report sites like the Better Business 
Bureau’s Scam Tracker. 

5. Read the shipping, return, and privacy policies — missing or vague policies are suspicious. 

6. Avoid sites that only accept non-traditional payment methods like gift cards, wire transfers, or 
cryptocurrency. 

7. Run a virus scan if the site triggers excessive pop-ups or suspicious downloads. 

8. Consider how you arrived at the site — links from unsolicited emails, texts, or ads are high-risk. 

9. Check for a complete and verifiable contact page with a physical address and working phone 
number. 

 



  
 
 
 
 
 
 
 

                       
 



             



                  Tech Scam 
 

The goal is to steal money, sensitive information, or gain remote access 
to devices.  
 
Tech support scams trick victims into believing their computer, phone, or online 
account is compromised. Scammers impersonate legitimate companies like 
Microsoft, Apple, or banks, often using phone calls, pop-ups, or phishing 
emails to create panic. They may claim your system is infected with viruses, 
your account is at risk, or your personal information has been compromised.   
This could lead to victims providing control of their device and disclosing 
personal information.  
Always be cautious of unsolicited contact, especially if it is unexpected.  Hang 
up and call the company directly on a verified number.  Avoid clicking on 
suspicious messages and don’t ever grant remote access to your device. 



 
 
 
 

Grandparent Scam 
 
 

You receive a call or text message from someone claiming to be a grandchild 
or loved one asking for money or help with an emergency.  They may claim to 
be incarcerated and need money for bail.  They provide you with instructions 
on where to send the funds. 
 
Hang up and call your loved one’s phone directly. 



                     
 
 

IRS or Law enforcement scam 
 
 

Scam artists are pretending to be an IRS official or an officer of the law.  
They will call claiming that you owe back taxes or that there is a problem 
with your tax return.  They will also pose as Law enforcement and claim 
that you are in contempt of court.  Scammers can even rig their caller ID to 
make the call look official. (Spoofing)   
 
They will play on your fears.          
 
Law officials will never call you and demand money.  Official claims will go 
through the court system with proper documentation.   
 



 
 
 

Delivery Scams 
 
 

You receive a text message stating that your package is undeliverable.   It 
requires you to click on a link in order to update your information. 
 
The Post Office does not have your cell phone number or your email address.  
If your package is undeliverable, they will leave a card in your mailbox. 
If it is through Amazon, log back into your Amazon account and look for 
updates and messages.  Never click on a text message link. 



 



 
 
 
 
 

Scams communicated through Text messaging 
 
 
 

If you do not know who is texting you, do not respond or click on 
anything that is provided. Scammers will impersonate your bank, 
your credit card company and even your post office.  This is the first 
step in “making a connection” with you.  

 
 



                 
 
 

 
 



                           
 

        No bank is identified.                                        Actual Fraud Alert   
 
 
 



 
This text attempts to identify the bank.   

 

Take a closer look at where they are directing you. 

                 
 

 



Phishing 
 
 

What is phishing? 
 

 
Phishing is a technique where attackers pose as trusted entities via 
email, text, or phone to trick victims into revealing sensitive data like 
passwords, credit card numbers, or installing malware. These scams 
rely on urgency or fear, directing users to fake websites to steal 
information. 
 

 



Random Text Message - We all get them.  Maybe it would be funny to 
reply.  Maybe carry on with a conversation.  I mean, it’s just a random text, what 
harm could they do?? 
 
The truth is…….they can do a lot of harm, and you need to know why you should 
never engage. 

 

               
Random Text from an unknown number. 

Trying to make a connection! 



Random texts can expose you to scams, malware, privacy breaches, and 
unwanted contact — simply engaging can confirm your number is active 
and increase your risk. 
 
Responding could develop into an “online” relationship for someone looking for a 
connection. 
If a text comes from an unknown number, treat it cautiously — don’t click links, 
don’t share personal info, and only reply if you’re sure it’s legitimate. 
 
 

                                                                  
 
 



(A slow build) 
 
 

Dangers of Random Text Messages 
 

How to Protect Yourself 
 Do not click links or download attachments from unknown numbers. 

 Do not reply to suspicious texts — it confirms your number is active. 

 Verify suspicious messages by contacting the sender through official 
channels. 

 Block and report unwanted or threatening texts via your carrier or app. 

 
 
Bottom line: Random texts can be harmless, but they can also be a 
gateway to serious security threats. The safest approach is to treat them as 
potentially risky unless you know the sender. 

 



 

Email Fraud 
 
 

Email frauds (phishing) use deceptive messages to steal money or 
sensitive data by mimicking trusted sources. Common examples 

include urgent account suspension alerts (Netflix, banks), fake "updated 
invoice" payments, CEO fraud (business email compromise), and 

phishing links targeting credentials.  
 

Look for urgent, threatening, or suspicious, misspelled sender 
addresses.  

 
 



Common Examples of Email Frauds 
 
 

 Account Verification/Suspension Scam: An email claiming to be from a company like Netflix, 
Amazon, or a bank stating, "Your account has been suspended" or "Your payment information is 

invalid," requiring you to click a link to log in and "fix" it. 
 
 

 The "Unexpected Invoice" Scam: A fraudulent email with an attached invoice for a service you 
never ordered, attempting to get you to open a malicious attachment. 

 
 Package Delivery Failure: A fake email claiming a parcel cannot be delivered, asking you to 

"click here" to update shipping information, which leads to a malware site. 
 

  
 Government Refund/Grant Scam: An email claiming you are eligible for a tax refund or grant, 

designed to harvest your Social Security number or bank details. 
  

 Fake Invoice/Payment Request: Criminals use "spoofed" email addresses that look almost 
identical to legitimate vendors, but with minor character changes, asking for payment to be sent 

to a new, fraudulent account.  
 

 



Key Indicators of Fraudulent Emails 
 

Sense of Urgency/Threats: "Action required," "Account will be closed in 24 hours," 
or "Immediate action needed". 

 
Suspicious Links/Attachments: Hover over links before clicking to see the real 
destination, and avoid opening unexpected documents. 

 
Generic Greetings/Poor Grammar: Instead of your name, they use "Dear 
Customer" or have multiple spelling mistakes. 
 

 
 

Mismatch in Sender Address: The display name says "CBBC Bank" but the actual 
email address is a random, unrelated string (e.g., xyz123@gmail.com). 

 
 



 
 

 
 



 
 
 
 
 



 
 
 



 
 
 
 
 

 
 
 



            



                  



 

 

 

 



 
 

 
 

Romance Scams 
 
 

 
Be wary of relationships formed online, especially if they are asking for 
financial support.  Don’t give out any private details. 

 



Red Flags and Tips review 
 
 

Be wary when given pressure to act immediately. Use of scare tactics, telling you a loved 
one is in danger, that your computer has been hacked or threatening arrest if you don't act 
now. 
 
Below are common warning signs of a phone scam: 

 A claim that you have been specially selected. 
 Use of high-pressure sales tactics and “limited time” offers. 
 Reluctance to answer questions about the business or the offer. 
 Request that you “confirm your personal information.” 
 Realize that numbers can be spoofed. 

 

 
Avoiding Scams and Scammers 

 Do not open email from people you don't know. ... 
 Do not open text messages from people you don’t know. 
 Be careful with links and new website addresses. ... 
 Secure your personal information – never give it out. 
 Stay informed on the latest cyber threats. ... 
 Use Strong Passwords. 



Red Flags and Tips review 
 
Thoroughly inspect any message and ask yourself these questions: 
 

o  Does it push urgency? 
o  Does it contain threatening language? 
o  Does it make unrealistic promises? 
o  Does it contain suspicious links or attachments? 
o  Do I recognize the sender? 

 
Review the address of the sender.   
Look for misspelled words. 
 
It’s very easy to copy a company logo or to send messages from an address that looks 
legitimate.  It’s even easy to spoof phone numbers of legitimate businesses. 
 
Always be on your guard.  Criminals will use every means possible to make contact.  This 
contact attempt could come from your email, a text message, a phone call or even a 
simple compliment on social media. 
 
 
 



 

 
 
 
 
 
 
 

 
 
 



 
 
 
 

The best way to deal with a scammer is to completely ignore them. Scammers want things 
from others, and they want to steal things. If you ignore them, they don't get what they 
want, they will eventually give up. 
 
Federal law says banks must reimburse you for unauthorized transactions, but they don't 
for authorized ones. So, if you voluntarily give someone money, that's on you. 
 
 
 
 
Stay vigilant against scams and safeguard your personal information. 
Be wary of any unexpected calls, messages, emails or texts. 
Always double check the legitimacy of requests before acting. 
Trust your gut – if something feels off, it’s always better to double check. 



 
 
 
 

If it sounds too good to be true,  
it probably is. 

 



 
 
 
Thank you for attending.  We hope that this presentation has been insightful and 
provided you with important information to help keep you and your finances safe. 
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